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2 Factors Authentication (2FA)

uann13
1. vieuanesgiu AAL2.1 = Something you Know (&97@31'l6) + Something you have (Physical things)
- Something you know = Username/password/PIN
- Something you have = Registered Devices, Streaming Token, QR Code, SMS OTP,
Login stuztasnivuadlas aulluifluaunsiagau 2FA
Period
- 11 2020: 29 Migration (Tvigne" confirm wwas) gnardeaunsaudluuasinsdwiile viaausana Skip ‘L
rinduaauaeg e . )
- 12021 Judu'lal: ageias Confirm wasiviniiu uay'liansa Edit tuaswia Skip dusaucuminaale Taamin
savnsuAluluas azeavinca Broker Linilu . 3
4. Broker agdavavtiayatuasinsdwiiiadaduinuussuu Settrade wWiu Upload File tialflutiayadvsiugiuiunis
fludiusiau . . .
5. Broker anunsaszyle Inazlvigndvinuluuiauvinnns Migration Aau wu Flag Mssyuu API wi3a Upload File 1ida
wnaag Support gnd
6. Customize Theme 6199 uuniinaa aganusavin'leludl 2021 1flusdu'lal

w N

1. n1sesradau 2FA ausduuunis Login

anda Login i STT andn Login i Broker
sduuunns Login Verify Verify Verify Verify
Username/Password OTP/Device Username/Password OTP/Device
Standard STT STT
Username/Password
LAu? Settrade
SSO1 Broker STT Broker
Username/Password (check via Brk’s API)
vAuTi Broker
SS03 STT STT Broker
Username/Password
LAu? Settrade uag
Broker

2. Channel uazsuuuunns Verify isavsu

24aIn1e saluwy
1 | Mobile 1afnn341 Registered Devices 1unis
- Streaming (iPhone/Android/iPad) Verify
- Streaming for Fund (iOs & Android) *3ousni Register Device azsiavlal
- AomWise (i0s & Android) SMS-OTP \Wafudu
- White label application
2 | PC/web 1. Streaming App Token
- Settrade.com (https://www.settrade.com/member_login.jsp) 2. QR Code
- uiaa Login Standard 3. SMS-OTP
(https://wwwal.settrade.com/login.jsp?txtBrokerId=0xx)
- Streaming for Mobile Browser uag %1 streaming.settrade.com
- Customization Website (1awizua.ildusnig)
3 | Others (tawzua.il2usns) - Login Via 1231wy Mobile
- Login via Streaming - Open API Tafsduuuiuiiau PC/ Web

- Open API Login investor




3. Flow n1svinvuaasiiiinag

3.1 Mobile Application

3.1.1 dudumuasimsani

- nsdifiazwu: Dayl wWadufuuasuazifudayalussuy
- 6hat19 Journey tilagsiu A9il

n1sguguivasinsAwn (Migrate Phone No.)

Case1: @nA1 Confirm 1UBSQNADY

Step 1: Login muUn@

9 treaoming

Step 2:
hihvauengnManiaue:ingnisdudui
oRUIUY 2FA

ruriaugnisdudumnonu

llUU 2Factors Authentication

Step 3: gnAn Confirm Phone No.

9 treoming

Step 4 : ldsra OTP na=rildvuuna
*s:y OTP (Worinns Registered Devices

9 treaming

hedaVonauiidsiatutu 6 nanlurbuod

Step 5: Guduonudi§e na Continue
iworlgnumuUnG

dudumonu

1asoisuuson

1. code: ZDOF

v 0881234567

Step Screen Action
1 Pre-Login nsan Username/Password wagnailu Login
2 winraugavtiaaNuiauIignA189inaUseIAuaT RN nailu Continue
anAagaadaiunig
3 wihaalignei Confirm twasinsdwiyi Taeuasaggnéioun | aailu Confirm
Ns5TUY 81989au File/API Aua. dadeundasiu
4 winaasey OTP Taaszuuazdnge SMS llAwasinsdwiivi | nsan OTP uagna Confirm

ane Confirm Tu Step 3

**n 15593 OTP 1iiafiugiuniz Register Device 12/7g5¢u1
wiatyiflu Sonething you have Tunis Login assen
5 #iinaa Complete nailu Continue

6 Post-Login Tadoruanuilng

uanewia: 1 2020 anAdnsana Skip 16 wazausaldeulaaulng wetl 2021 agigunsana Skip e




niséiudguivasinsAwn (Migrate Phone No.)
Case2: UivasInsAwriaguus:uu 1HgnANINTS Edit IUOS

Step 1: Login muuni Step 2: Step 3: anfna Edit Phone No. Wondives Step 4: gnfnm Confirm 1S Step 5: nA Continue [nvamu:fAo
nirveuongnmdride:ingnisiudud solrlusnines Approve
AUIIUY 2FA

riuriasingnisdudumonu

Anulaadunisidlvivesinsd

1IUU 2Factors Authentication

e
=)

wriissuoslnoags:ndnns

9 treaming 9 treaoming 9 treaoming

Approve

& Streaming Broker

v 0881234507

Step Screen Action
1 Pre-Login nsan Username/Password uaznailu Login
2 winRaugaviaaNuiauIqanAaeTnaUseRIALaT RN A1y Continue
anAagaadaiiunig
3 nihaalignei Confirm wastnsdwil Taauasazgasfnn | aailu Edit Phone No.
ANATTUU a19a9au File/API Aua. Sadoandosiu
4 nihaalvigaudluiuasinsdwi nsantuasInsdwritui wagnailu Confirm

Phone Number
na Back TIaaszuuazdaingnarlulavinnsud'la
Taeazi2n Flow nsvineulu case 1

5 mihaasauzaadiuasnsdwviiunlalvai Iaalusninas nailu Continue
az6iavrinnns Approve #u File/APT sia'lal
6 Post-Login Tadoruanuilng

wanewia: 1 2020 anAdnsana Edit/Skip 16 wagaunsaldowlaandaé wall 2021 ag'liaursana Edit/Skip ‘e




n1sguguiuasinsAwn (Migrate Phone No.)
Case3: IutiuasInsAwriaguus:uu 1a:anAInINAs Input 1WDS

Step 2:
nihvouengnmdmdse:ingmsdudud

Step 3: s=ywosinsAwri Step 4: nA Continue [nvaniu:Ae
AUV 2FA !

Step 1: Login muuni
solrlusninas Approve

rumasngnissugunonu AnuldAntunsinlvivasinsd

1IUU 2Factors Authentication wriiseuSoulnuags:nanns

$ treaming $ treaming

Approve

& Streaming Broker

THees v  ngnnlduosinsdw

magna aliqua. Ut

trud

Step Screen Action
1 Pre-Login nsan Username/Password wasamilu Login
2 winraugavtaaNuiauIIqanAaeTngUsERIALAL RN A1y Continue
anAagaadaiiunig
3 nihaalvgaszytuasInsdwi nailu Confirm
4 winaadauraaduasInsdwrivudlaiva TaaTlusanas na1lu Continue
az6iavrinnns Approve #u File/API sia'lal
5 Post-Login Tdvrusuilng

winewme: 1 2020 gasaiunsana Edit/Skip 6 wazanunsaldou'ldanuing weitl 2021 gahifiiuasinsdwrilussuy
aghignusarinldenu'le aundn Broker agvinnns Approve Teefiana Confirm wuasissyly asuaaeniinaa Pre-Login



3.2 n15 Registered Devices

- nadiviagwu:
o andihnsuinueiasinsdwvidadailadou
o anf1 Uninstall App ua? Download App a1l
o and1 Login uihldeuafousnudeanniifinisualuiuasinsdwy uazTusninas Approve uan

o, '

- @1ati1v Journey tilavsiu @il

Registered Devices:
Case1: 8iugiu Devices lla: Device TUIAY

Step 2: i Device lnu Login 111 Step 3: ldsfia OTP IWodiugiu Step 4: 1a8oAuna:NAlEuUNG

Step 1: Login muUni 3
Streaming App. Device Inu

Device Added

dudugunsnimsidou

9 'treaming

1asoiSuuson

9 treaming

& Streaming Broker

Step Screen Action
1 Pre-Login nsan Username/Password waznailu Login
2 winaaudng Device Misvuu Detect ‘Lo na1lu Continue

3 mihaaszy OTP Taaszuuazdage SMS LlasInsdwyiil | nsan OTP uaznm Confirm OTP
ana1 Confirm waglusatnas Approve ua)

4 winaa Complete nailu Continue

5 Post-Login Tdoruanuilnég

wanewia: 1 2020 anAdnsana Edit/Skip 16 wagaunsaldowlaandas wall 2021 sl ursana Edit/Skip ‘e



Registered Devices:
Case2: 6ugu Devices IIAIATvIUDS

Step 2: [ Device Tnud Login i Step 3: TdsHia OTP iWobiudu Step 4: WuwivosTnuna:na Step 5: 1a8vAuna:ildnulna

Step 1: Login muUN#A ‘
P 9 Streaming App. Device ThuU Comfirm

Aruladntumsidlvivesinsd

Device Added
wriiSgusaull

& treaming g treaming 4 treoming

v

[ o J——

Change No.

Step Screen Action
1 Pre-Login nsan Username/Password waznailu Login
2 winaauang Device Misvuu Detect ‘Lo na1lu Continue

3 wihaaszy OTP Taaszuuazdnae SMS llAwasinsdwii | nailu Change Phone No.
ana1 Confirm waglusninas Approve uay
4 winaalvgasuAluluasTnsdw nsantuasIns@nyilug uazamily Confirm
Phone Number

Am Back Taaszuuazdaingnabiladvinnsudla
Taeazizn Flow nsvinoulu case 1

5 winaagaurzaduasInsdwviiuala v TaaTusninas nailu Continue
az6iavrinnns Approve #u File/API aia'lal
6 Post-Login Tdvrusuilng

wanenue: 1l 2020 gadaunsana Edit/Skip 16 uazansaladnulaaiulné wail 2021 aglignsana Edit/Skip ‘L6




Registered Devices:

Case3: fiufiu Devices Ila: Device 16U fiovidonau 1 Device 17U

Step 1: Login muuna

& treoming

Step 2: i Device T Login 1% Step 3: Popup confirm nis
Streaming App. Delete device

Please contrim the deleteion
IPhane SE

[

Streaming Mobile

Step 4: ldsHd OTP iodudiu Step 5: 1aSvaunaEUUING
Device Ind

guagunsnimsisau

5'treoming

Step Screen Action
1 Pre-Login nsan Username/Password uaznailu Login
2 winauand Device szuu Detect ‘6 Taalunseii natdan Device Asiagn1say
Device ﬁ@nﬁhmn Register ta11iluszuutiu Maximum 7
Anuauad adl List ta3asiian Register @ luaasdiuin
[0p] 6fia53nmwm"aoLﬁanaum%'aaimm%'awﬁo Walw
Device is¥uu Detect 1613l Replace
3 Popup 1¥igna1 Confirm a1sau Device na1lu Confirm wagly Step 4
amilu Cancel avdainani&nnis Delete Device 7
tdan uaznau'ludy Step 2
4 winaasyy OTP Taasyuuazdade SMS 1uuasnsdwyini | aatlu Change Phone No.
and Confirm uazlusninas Approve wa
5 winaa Complete nailu Continue
6 Post-Login Tadouenuilng
wanewia: 1 2020 anAdnsana Edit/Skip 16 wagaunsaldowlaandaé wall 2021 ag'liaursana Edit/Skip ‘e




3.3PC/Web
- psalazwu: §nd1vinns Login sinuasnie PC/Web
- a9 Journey iifassiu fodl

#1

Step Screen Action
1 Pre-Login nsan Username/Password waznailu Login
2 mihRauaaiamuiiaudsqanadeinnilssaduazdofignaiazaasaiiuns nailu Continue
3 wihaalwgnd Confirm wasInsdwyi Taatuasasgniounannssuy d1989au File/API Aua.dasounds | nmilu Confirm ' Step 4
iU nailu Edit Phone No. 1d Step 3.1
3.1 | whaaligaaualuiuasinsdnwi wiassyiuasinsdwvinsal LifiwasTussuy nsantwasnsdwvitua uaznatlu Confirm Phone Number wazl1i Step Final ©
na Back Taaszuuazdaingnallulavinansualy
4 mihaalignddanisnisnay Verify L&an Streaming Token ('l Step 4.1)
t8an Scan QR (‘lu Step 4.2)
1&an SMS-OTP (‘lu Step 4.3)
4.1 vihaaugay Streaming Token as79asau Flow 7 #2 @ (waih 11)
4.2 | wihlauday QR Code asyamau Flow 7 #2 @ (min 11)
4.3 wihaalvisey OTP s¢1 OTP M163uann SMS
Final uiaa Complete na Get Started (Ratzlzonu Post-Login enuilné
Final | @ winaasauzuasiuasinsdwviiunlatui Tnalusninasazsnvinnis Approve rnu File/API sia'ld aailu Continue a1z u Post-Login auiné
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#2

Step 6-1: [id1 Password
uash Biometric

o frilursdoialriu

i Login
ing WRciS0nA Logic PC

Step 6:1fion Account Iresaiy
Account PG

cker luis Login PC

& treoming

§ sramgiras

0 Account A Yoo
Remernber o 8o Motic

Step 6-2: LD Password

Step 6-3: fhluid Account A
FRemember Me v:lFld
UsermamePassword

Stap 7. BondBmsOuGIEIRLR PC e 8 abedumadudion,

TS Mhrate Yes
osinswriousan

Migration Flow

Step Screen Action
5 @ Pre-Login uu Application aneqife Streaming waz White Label AaLdanwy Login PC
6 mihaauane Username 7ignevin Remember me 111y nawdan Broker Mifagn15vinnns Login

6.1 nseil Username wn Biometrics

121 Migration Flow v3a'll4 Step 7

6.2 nseil Username "liwn Biometrics

anA1szy PIN waznailu Continue

6.3 nsei'laisi Remember Me

anA1szy Username/Password tay Broker Mitdanagianldeiu

YNNG UAYRIAAI5EY Asgan1viuaiily Remember me Tasas Tusida1sunis Login asuang 1/

7 niaamidanignis Authen: Streaming Token w3a QR Code

naLdandansisiadnis auidanatuu PC

7.1 \&an Streaming Token

ANATELAILRY 6 dn Tamidaziuaadaguumniiaa PC anls

7.2 L&an QR Code

anA1vinn1s Scan QR MAudavaguuniia PC

8 #1inaa Complete

aatlu Continue uas'ly Flow 7 #1 (win 11)

11



Step 5: lindaulafia nio Sean OR Shep B Wi Landing Account PG

Step 7-1: finlidh Password
s Biometric

° fasrinlundialurun

Stop 7: iBon Account Wnsafiu

Lo

Tums Login PG

0 Account You

Femember Biia i Blo Matrio

Step 7-2: (MlU0d" Password
oy PIN

T8 Migrate Yos
wodinswriiuuson

Stap 7-3: 19D Account A
Remember Me o:Ild

Usernarme/Password

Migration Flow

Step Screen Action
5 ® s6nsa95adaia Scan QR anA11i1A1s Scan QR Muaavuuniinaa PC

6 i Landing Tvigneddannaitla Streaming Application andA1na Open Streaming tW1liila Streaming Application w3ansdilaifi App Tuta3ag aziila App store

7 nihaauany Username Mignd1vin Remember me ta1'ly natdan Broker Misiavn15vi1ns Login

7.1 nseil Username wn Biometrics 127 Migration Flow w3a'lui Step 7

7.2 nseil Username "liign Biometrics anaA1sey PIN waznailu Continue

7.3 n3ei’laifi Remember Me anA1szy Username/Password way Broker Mitdanagianldeiu

YNNG UDYATIGAATITEY AeganuuaLiliy Remember me Taedn Tusigamsunis Login asadngla/
8 winaa Complete aatlu Continue uag'ly Flow 7 #1 (wih 11)
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4. nseniunisuasanaunaz Broker Tuil 2020
3u Promote szuu
iac9 Upload File wia Initial A1tuasinsdwyi waznns Enable
N5 verify wuu 2FA 2as Username 1fuq
- sisasdnge
o user_info.csv
o user_action_parameters.csv
- usaglWa agdl Maximum Record = 5,000 Records
- asdinfisnuiu User > 5,000 Users tviua.&519'tWaun
uaneq'a Teawuiailulwdas 5,000 Records (daiilunns
Sunsruusauitar lusauusn)
Journey A1svinviuaavy 2FA 1iadvann Promote szuuuan
Confirm tuasIns@wriuuseuu Settrade (Migration Phase)
Taendia Login wuviinaaly Confirm wasinsdwvianu
Matinv Journey lua 3.
ns6in 1: wasinsdwvinnsias uarana1na Confirm
- wdvnnailu Confirm syuuazilu Status = Approved -
- syuuazuaaswinaalvignalsyy OTP iaviavfudunns
Register Device 7it2inlafonu au ugugiiu (vnna Skip u
fumautl afoda'luvigne Login azian Flow Register
Devices)
- \flagndsyy OTP Bausan azinldeulsaiulng
- \flagnen Login A%ada'lilnu Device Aian Register '3
wad azsnsanldeulsian Iaabisasiinig Verify
OTP 8nafs usvnfinsuldauia3as avsasvinnstiudu
A3 Register Device 1miSna%a doaziinns Verify OTP
ns6in 2: wasimsdwrilllinneas uazandna Edit
- wA9NYINN5 Edit wasudy gafaglinuminaalysey
OTP wagazuinldouldsunsu Streaming ‘leitas
- syuuilfu Status = Wait for Approve
- Broker agsiagfivziaya Username safifinsudluiuas
Tnsdwviiu Download File/API wiainlusniiiunis
asIadaufugne1ay Procedure uad Broker Tasasyningdl
wnan@1vinans Login aganunsainldouldaudag 1ai
wu Step laquiinLéin
- \jla Broker anasautayadugnaduusanuay W
Update Status = Approved &inu Upload File/API
- \flagnan Login a%ada’lal (w&9anid Broker vinns
Approved ua?) azwuninaali Register Device waysey
OTP Tamflagneiszy OTP Fausas avainladou'ls
aulné
- \dlagnan Login asednlilnu Device Aiae Register ‘17
wad? agdsanldnuleian Taalisdasiinag Verify
OTP 8na%s usvinninisuldauiaiad agsiasvinnstiudu
A5 Register Device niifnasa doazfinng Verify OTP
YNNG
- &3y Broker Midanilanis Edit 1xlvignarviinisunly la gaarazdowuviraa ly Confirm iwasaiudad uavinaaily
Edit 3zuanv Popup wir3alvifiasa Broker uazuavlvinaiu Skip 1ialilzaiuaa la
- 112021 ifluau'lyl gnarasaia Confirm wasiviiu uas luaiuisa Edit iwwasvsa Skip dunausuniiaala Taanin
gavnrsunluiyas azaavdasa Broker 11



5. iinaa Broker Admin

5.1 dsuuinaawy User and Account Information
User and Account Information

Last Updated : Fri Apr 03 11:34:09 ICT 2020

List User by |Login Name ~ oranut Search
Login Name oranut Delete
User Ref. No. 7000037
Role Internet
Authenticate Type Normal
Ser Status Available
EMail noreply@settrade.com Edit
Default Account 9900111
- PIN Status Enable
No. of PIN Error 0
Active/Inactive Active Mark Inactive
Add Account
Account Front Type Can Trade Actions
I 0000127 FIS No Edit Delete
nNONG17 Fig Vac Fdit | | Nelata

- 1Y Field Mobile No. siaann Field Email
- 1m#ann Features MiAnuauuniiaa Tusatnasagauisa

o @5a&au Current Mobile No. sau'lidesauzaadiuasinsd@wiils (Unapproved, Wait for Approve, Approved)
o Edit tuaslvigne'le

o Ususanuzuasiuasinsdwiile

5.2 iunauwy 2FA Device Management
5.2.1 wy Max Registered Devices Config

Max Registered Devices Config

Maximum devices is | szudiax

| Devices/User

| Reset to Default

|

- wihaadmFunisdeardatuiu Devices vignunsa Register lasia 1 Username uagfinafunng Username uagTusninas
- Default Maximum @a 10 Devices
- Tusnnasanunsalddaudtle e Max = 10 uag Min = 1

14



5.2.2 wy Registered Devices Mgt

Registered Devices Management

Login Name | 1& Username | Submit |
Device 1 XX Delete
Device 2 XX Delete
Device 3 XX Delete
Device 4 XX Delete
Device 5 XX Delete

- wihaadmsunisasiadauin Username siuq ‘L6 Register 1371 Device 1a1ine o aaugiiu

- Tusanasanunsalauiriilunis Support gndlunisau Devices ‘et

- snsaavldaunua Taadiagndi Login 1ihldenusyuuniu Mobile Application Tuasada'lll aziain Flow n1s Registered
Devices au2ia 3.2
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